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THREATS RESIDENT ON FIRST SCAN - DETAIL
This table shows the top 100 computers with resident infections at high level of detail. Computers are stack ranked by the number of threats that
were discovered on them. The computers that are on the top of the list should be cansidered a significant risk o your environment. These
computers should be analyzed by your incident response feam, computers with many infections should segregated if possible. A complete disk
format and a reinstall of the Operating System should be considered for some of these computers to ensure that all threats are removed. Security
posture should be adjusted to miligate the risk that these computers pese i the rest of your environment.
Top 100 Computers With Resident Threats
Name /1P Jotat Threat Names Initial Date
Threats
Coniractors 121/ 682 W32 Broniok:Rontokbromm.34d0e.vv 2012-01-22 19:16
10.0.221.121
Virtual Servers 123 491 W32 Broniok:Roniokbromm.34d0e vv 2012-01-19 0607
10.0.208.123
Purchasing-59 / 330 W32 Broniok:Rontokbr 340 2012-01-18 22228
o ain  Brontok:Rontokbromm.34d0e vv
Production Servers 299 W32 Brontok:Rontokor 3400 2012:01-20 1528
o0 man 2 2 Brontok:Rontokbromm. 34d0e.vv 2 2
Virual Servers95/ 256 W32 Broniok:Rontokbromm.34d0e.vv 2012-01-24 1540
10.0.208.95
HR-64/10.0.246.64 32 W32 Brontok:Rontokbromm.34d0e vv 2012:01-21 01:08
Purchasing-17 / - W32.Trojan.a088, W32.Packed, W32 ET.bamital, W32 Trojan.4872 0150118 0612
10021317 W32.Trojan.b8e2, W32 AgentBV:Trojan.d00fa.vv, Wa2. Trojan.F85A
Legal-25 / e W32.Packed, W32 ET.bamital, W32.Trojan.b3e2, W32.AgentBV:Trojan.d00fa.vv, 0120158 185
10.0.254.25 W32 Trojan F85A, W32 Trojan 6ddd, W32 java - -
Production Servers 1. W32.Packed, W32 ET bamital, W32.Trojan b9e2, W32 AgentBV: Trojan.d00.vv, 20120122 1942
122/10.0.246.122 W32.Trojan.Fe5A, W32 Trojan.6ddd, W32 java
Continuas on naxt page..
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Programs Introducing Malware

This graph shaws the top ten software observed inta your envi The information in this graph can be used to rapidly identify
q ramain resident on, or £ain 3CCESS tO, COMPUESTS In your Snvironment.

Applications Introducing Malware
jusched.exe (2.0.5.1):2.38% | | AdobeARM.exe (1.5.5.0): 0.79%

Lib0_3.3 4_Win_x86_install_multi exe 0 0.73% — firefox exe 0:2.38%
RTHDCPL.EXE (2.2.0.2): 3.57% DWZ0.EXE (12.0.6010.0) : 3.17%
explorer exe (6.0.2900.3264) : 15.87%

||
\" _ atiZevax.exe (6.14.10.4228) : 4.76%
igfkpers.exe (7.0.0.4704) | 155% E—

PING EXE (6.1.7600.16385) : 64.29%
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