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JE—x: {BXBEDI7AIL}

aE—%: { AT LTA4LIK) N\WinDriver.exe
JE—x: { B BEDTI7AIL}

aE—5%: { YRATLT 1LY NWinHelp.exe
JaE—x: {BEXEEDOTI7 L}

aE—%: { AT LT<sLIM) Hwinrpc.exe
aE—x: {BEPBEDT7 L}

aE—%: { YRATLT4LUM) N\WinGate.exe
aE—x: { B BEDTI7AIL}
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aE—%: { AT LT«4LUK) NIEXPLORE.EXE
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EITIT7MILD /IR :.C:\WINDOWS\system32\WinDriver.exe -start_server

H—E X4 :Windows Management Instrumentation Driver Extension
£ BR:Windows Management Instrumentation Driver Extension
T T7A LD/ R :C\WINDOWS\system32\WinDriver.exe -start_server

ROLDARN)F—%FEBMLET,

Windowsi2 BB B BIMICRITE D KSITBYET
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
WinHelp = { ¥ XT LT <L 2k N\WinHelp.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
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HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
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HKEY_CLASSES_ROOT\txtfile\shell\open\command
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{ AT LT4LYK) NEXPLORE.EXE
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C:\Documents and Settings\{ —+%& }My Documents\\*.ht*
{ AT LTA4LUK) Hkernel66.dll
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{ AT LT4LIK) NTask688.dll
{RTLT1LR) Nrego78.dll
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File: { > AT LT 4L2k Rily668.dll
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File: { ¥ RT LT 1Lk Hreg678.dll
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File: W\PIPE\wkssvc
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File: \\.\PIPE\wkssvc
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C:\WINDOWS\system32\Isass.exe

*yrI—UEER
RN T BRATLR— RS B0 ISERSN T 0T S AT BEERELLLETT . FORMRE. &
EOARERLET . Ffz. REEHALILBIERN SV ILERBELTVET,

S

192,168 .20 65 192 16520 .66 1130

224.0.0.220

AL R—ME. SecureBrain Zero-Hour Response System v.1.0 [C&Y B4 EShFELT=,
ALR—MIBENDBEROBFELSVIZZOMT R TOMMFAEEE., EX1T7ILAVABERITRELET . 35

[CBARMICEF AT ILAVICEHTHAISN G R ERE, BRI EF 17 IV DERICLDRFEEFH LA Y
AAD—EBFEEEBEER. EH . HE., BR ZRWEEYOER. TR FRELUBEICERG—TELLN

34 R—



TWEY,

[C) SecureBrain Corporation, All rights reserved.



